Notice of Privacy Practices

The Health Insurance Portability and Accountability Act (“HIPAA”) was enacted by Congress in
1996. HIPAA included what are called “Administrative Simplification” provisions that required the
U.S. Department of Health and Human Services (“HHS”) to adopt national standards for electronic
health care transactions, such as health care claims that are filed electronically. Because advances
in electronic technology could make it difficult to protect the privacy of health information, Congress
mandated the adoption of the HIPAA Standards for Privacy of Individually Identifiable Health
Information (“Privacy Rule” or “Rule”). Congress subsequently enacted the HIPAA Security Rule and
the Health Information Technology for Economic and Clinical Health (HITECH) Act.
All of these laws impact our use and disclosure of patient information.
EHE International is required by law to provide you with this notice of privacy practices in order to
inform you of how our organization may use and disclose your protected health information (PHI), to
explain your rights and responsibilities with respect to your PHI and to detail our duties with respect
to your PHI. Please review carefully.
Your Privacy Rights
A. Permitted Uses/Disclosures. EHE International (EHE) is required by law to maintain the privacy

and security of your protected health information. EHE is permitted to use and disclose your
protected health information (i.e. individually identifiable health information – your medical
records) for the purpose of treatment, payment, and health care operations. You are not required
to sign a consent for EHE to use your medical information for these purposes.
(1) Treatment is defined here as providing, coordinating, managing health care or related
services as well as consultation between health care providers related to your condition and
care or referral for health care. For example: Health care providers at EHE may refer to your
medical record to:
a. Perform laboratory tests, screening tests, take medical histories and perform physical
examinations.
b. Arrange for appropriate referrals for diagnosis and treatment as well as answer your
questions about your treatment or test findings.
c. Consult with a specialist about your care.
(2) Payment is defined as those activities necessary to obtain payment or be reimbursed for
health care services provided. Under the privacy law your medical record may be reviewed
to conduct payment activities such as:
a. Billing and collection activities;
b. Reviewing health care services for medical necessity, coverage, justification of charges;
c. Making disclosures to consumer reporting agencies (limited to specified identifying
information about the individual, his or her payment history, and indentifying information
about EHE).
(3) Health care operations are certain administrative, financial, legal, and quality improvement
activities of EHE that are necessary to run its business and to support the core functions of
treatment and payment.
a. Medical records may be reviewed when performing the following activities:
(i) Conducting quality improvement activities to improve our patient’s health care
services and reduce health care costs.
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(ii) Reviewing the competence or qualifications of health care professionals, evaluating
our health care providers performance, training health care and non-health care
professionals, accreditation, certification, licensing, or credentialing activities;
(iii) Conducting or arranging for medical review, legal, and auditing services, including
fraud and abuse detection and compliance programs;
(iv) Business planning and development, such as conducting cost-management and
planning analysis related to managing and operating EHE;
(v) Business management and general administrative activities, customer service,
resolution of internal grievances, sale or transfer of assets, creating de-identified
health information.
b. EHE may contact you to provide appointment reminders or information about treatment
that is permissible under applicable privacy regulations.
B. Access of Individuals to Protected Health Information. You have the right to inspect and obtain a
copy of your medical record available at EHE for as long as the medical record is maintained by
EHE, provided the request is in writing and signed by you or your legal representative.
(1) There are exceptions. The law does not allow you to access certain records including but
not limited to:
a. Psychotherapy notes, correctional institution records, information gathered for or in
anticipation of a civil, criminal, or administrative proceeding, certain lab reports subjects
to the federal Clinical Laboratory Improvements amendments of 1988 (CLIA); research to
which the individual has consented.
b. EHE, specifically your examining physician or another EHE licensed health care
professional, may deny you access to your medical record.
c. You have the right to appeal a denial and have such denials reviewed by a licensed
health care professional designated by EHE who did not participate in the original review.
Appeals can be made to the EHE Medical Records Department by calling
(212.332.3700).
C. Amendments and Corrections. You have the right to have EHE amend or correct your medical
record for as long as EHE maintains the medical record, if the amendment or correction is made
in writing and provides a reason to support the request.
(1) EHE, specifically your examining physician or another EHE licensed health care
professional, may deny your request for an amendment or correction if he or she determines
that the medical record is accurate and complete.
(2) EHE must provide you with a timely written denial in plain language stating the basis for the
denial.
(3) You have the right to appeal a decision denying amendments or corrections. Requests to
appeal denials of amendments or corrections can be made to the EHE Medical Records
Department by calling (212.332.3700).
D. Accounting of Disclosures. You have a right to receive a written accounting of disclosures of
protected health information made by EHE up to six years prior to the date on which the
accounting is requested, except for the following:
(1) Disclosures to carry out treatment; payment and health care operations;
(2) Disclosures permitted by this regulation;
(3) Disclosures authorized by the individual; and
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(4) Disclosures that occurred prior to April 14, 2003.
E. Receipt of Notice. You have the right to receive notice of EHE’s privacy information practices. On
the first day of service beginning April 14, 2003, EHE will provide each patient with a written
statement of the HIPAA required privacy practices unless you are seen for emergency treatment,
thereafter the notice and any revisions of the law, will be posted in a clear and prominent
location in EHE’s facilities.
F. Minimum Necessary. EHE has developed policies and procedures that reasonably limit its
disclosures of, and requests for, protected health information. EHE International has also
developed policies and procedures that limit which members of its workforce may have access to
protected health information for treatment, payment, and health care operations, based on those
who need access to the information to do their jobs. However, EHE is not required to apply the
minimum necessary standard to disclosures to or requests by a health care provider for
treatment purposes.
G. Incidental Uses and Disclosures. Because of the nature of providing clinical services, the Privacy
Rule permits certain incidental uses and disclosures of your health information to occur.
Incidental disclosures will not violate the Rule, so long as the information disclosed is
appropriately limited and EHE has used reasonable safeguards.
(1) Examples of incidental disclosures may include: overhearing a health care provider’s
confidential conversation with another provider or a patient; the use of sign-in sheets; placing
medical charts outside exam rooms; and calling out names in waiting rooms.
(2) Health care providers are permitted to communicate with patients regarding their health care,
which includes communication with patients at their homes, through the mail, by phone, or in
some other manner. Health care providers may leave messages for patients on their
answering machines if care is taken to limit the amount of information disclosed.
(3) Health care providers may disclose limited information to family members, friends, or other
persons regarding an individual’s care, unless you specifically restrict such communications.
Such disclosures can be made even when the individual is not present if professional
judgment is used to assure such disclosures are in the best interest of the patient and limited
information is disclosed.
(4) The law does not expect EHE to guarantee the privacy of protected health information from
any and all potential risks. Some of the practices EHE uses to protect the privacy of medical
information include:
a. Avoiding the use of patients’ names in public hallways and elevators;
b. Requiring that medical records be stored in areas that can be locked or that has limited
access by personnel; Providing additional security, such as passwords on computers
maintaining personal information;
c. Making reasonable efforts to isolate interview and examination rooms to protect
confidential conversations.
d. The x-ray viewing room is in an area generally not accessible by the other patients.
e. Drafts of protected health information are destroyed by shredding.
f. Written policies and procedures implementing safeguards are reasonably designed to
protect medical records from unnecessary access, use, and disclosure.
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H. Authorization Requirements. An authorization is required for uses and disclosures of protected

health information, not otherwise allowed by the Rule. Examples of when an authorization is
required are:
(1) To disclose protected health information to a third party specified by the individual.
(2) For marketing purposes, disclosures that constitute the sale of PHI, or for research studies
where identifiable health information is used or disclosed;
(3) An authorization must specify the following:
a. A description of the protected health information to be disclosed.
b. The person or organization authorized to make the disclosure.
c. The person/s to whom EHE may make the disclosure.
d. The purpose for which the information may be disclosed.
e. Your signature or the signatures of your legal representative and the date of the signing.
f. An acknowledgement of the right of revocation.
g. A statement that once the information is disclosed it may not be protected by the
authorized recipient.
I. Business Associates Agreements. EHE must obtain a signed agreement from all business
associates who may have access to medical records as part of their business relationship with
EHE. Such business associates may include auditors, computer consultants assisting with
patient data programs, and medical record storage companies. The agreement must state that
the business associate will only use protected health information for the purpose of their
business relationship with EHE. Business associates are prohibited from using EHE’s protected
health information for other independent purposes and are required by applicable federal and
state privacy regulations to safeguard the information from misuse.
J. Right to be Notified of Confirmed Breaches of Privacy: You are required by law to receive prompt
notification if a breach occurs that may have compromised the privacy or security of your
protected health information.
K. Right to Request Privacy Protection. You have the right to request restrictions on how EHE will
use and disclose your medical records for treatment, payment, and health care operations. EHE
International is not required to agree to your request, but is bound by any restrictions to which
EHE agrees. For example, you may request to receive confidential communications at
alternative locations or by alternative means (i.e. a call to your office rather than to your home).
EHE must accommodate your reasonable requests for such confidential communications.
L. Right to File a Complaint. If you believe EHE has not complied with the Privacy Rule, you may
file a complaint with EHE’s Privacy Officer who can be contacted by telephone at 212.332.3700.
If you are not satisfied that your concerns have been resolved, you may file a written complaint
with the Secretary of Health and Human Services, by writing to: United States Department of
Health and Human Services Secretary, 200 Independence Avenue, SW, Washington, DC
20201, 202.690.0257; www.hhs.gov. The complaint must name EHE International and describe
the acts or omissions you believe to be in violation of the Rule. The complaint must be filed
within 180 days of when you knew or should have known that the suspected violation took place.
The Secretary may conduct compliance reviews to determine whether EHE International is
complying with privacy regulations.
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